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Getting Personal with Your Environment

Introduction

Ellisys Bluetooth products are loaded with features
and innovations designed to help engineers efficiently
understand challenges and optimize performance of
their designs and implementations. This Ellisys Expert
Note provides a quick walk-through of many of the Ellisys
application software capabilities. Refer to the User Guide
(located in the Help menu) for detailed information on
these features.

The Big Picture

Ellisys analyzers are capable of capturing and characterizing
BR/EDR, Bluetooth LE, Wi-Fi, raw spectrum information,
various HCl interfaces (SPI, UART, USB), WPAN (802.15.4),
generic communications interfaces (SPI, UART, 12C, WCI-2,
and SWD). All of these can be captured concurrently and
with precise central timing.

HELPFUL HINT: The easiest way to become familiar with the Ellisys Bluetooth analysis software is by opening one of the saved cap-
tured files provided. These capture samples can be loaded from the File menu by selecting Load Sample. Samples are included for

both BR/EDR and Bluetooth Low Energy.
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Note that the various analyzer models and configurations
will have some variability in terms of what is supported
(check the user guide for details).

To manage this broad spectrum of capture capabilities,
the Ellisys Bluetooth software application provides a vari-
ety of features for analyses relating to timing, protocol
operations, physical layer behaviors, audio applications,
HCI operations, Wi-Fi and WPAN activities, throughput,
statistical information, channel quality analyses, topology
behaviors, and much more.

As alternatives to operation of the analyzer using the
analyzer application software, users can employ an auto-
mation APl or acommand line interface (CLI). Seethe user
guide for download links.

Ellisys Protocol Overviews

The Overviews are the central views of the analysis soft-
ware. These views will show captured traffic ranging from
the most primitive elements to the most complex and
hierarchical transactions, and with a great variety of func-
tionality and configurability.

ellisys
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All enabled Overviews (i.e., selected in the Recording
Options dialog) are populated concurrently, for example
when capturing over-the-air (OTA) traffic and Host Control-
ler Interface (HCI) traffic.

There is an Overview for each traffic type captured. Traf-
fic types include BR/EDR, Bluetooth LE, HCI interfaces
(SPI, UART, USB, injected), generic communications (I12C,
UART, SPI, SWD), Wi-Fi, WPAN (15.4) and others. Note
that capture of certain traffic types are model- or config-
uration-dependent.

An exceptional amount of configurability is provided,
including protocol-specific views, powerful textual filter-
ing, searching, colorizing, column add/remove/position,
timing measurements, a variety of automated checks and
advisories, summary information, and more.

Figure 1 shows traffic in the BR/EDR Overview.
HELPFUL HINT: To see your specific model and configura-

tion, attach your unit to your computer, then check the se-
rial number tab in Help > About.
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Figure 1 BR/EDR Overview.

HELPFUL HINT: Try a right-click in an Overview and explore the options/selections.

Note the parenthetical summary information provided in the Item column. These can serve as a quick idea as to what sort of infor-
mation is being exchanged.
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Figure 2 Bluetooth Low Energy.

Figure 2 shows Bluetooth Low Energy Overview.

The Overviews are made to be easily readable. Traffic is
grouped hierarchically into protocol layers. The protocol
“stack-up” can be easily reviewed by navigating into the
tree nodes. Packet-only, Baseband, L2CAP, and Link Layer

views are also available.
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Let’s look at Figure 3. We can see a BR/EDR AT HFP trans-
action consisting of an AT command, an AT response, and

an AT handshake.

Each AT packet is transported with RFCOMM frames, which
is on L2CAP, which is on baseband. This stack-up can be
seen very easily in the BR/EDR Overview.
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® @@ RFCOMM Connext ( el=2) Master: Mobie Nokia™ 00: 1A:DC:66:C8:F4 <-> Slave:
& @) RFCOMM Modem Status ( 2, L No | o) Master: "Mobie Nolda” 00: 1A:DC:66:C8:F4 <-> Slave:
& @3 RFCOMM Modem Status 2, Cata Mo | Na) Master: "Mobie Noka™ 00: 1A:DC:66:C8:F4 <-> Slave:
® @3 RFCOMM UIH Frame ( 2, 1: 0 | R: 0+10=10) Master: "Mabile Nokia™ 00: 1A:DC:66:C8:F4 <-> Slave:
@ % L2CAP Connection (¢ ~0x0041, 751 ~SDP » [t ~0x0088) Master: "Mabile Nokia® 00: 1A:DC:66:C8:F4 <-> Slave:
& W8 L2CAP Configure (71 ~0x00B8, /71 ~65'535 » S ~0n0041) Master: “Mobile Nokia® 00: 1A:DC:66:C8:F4 <-> Slave:
@ &% L2CAP Configure (Dt =0x0041, 70/ =48 » 5 =0x00BE) Master: Mobile Nokia® 00: 1A:DC:66:C8:F4 <-> Slave:
@ Jg SDP Service Search Transaction (Audio Srk) Master: "Mobde Nokia® 00: 1A:DC:66:C8:F4 <-> Slave:
@ 5% LMP Preferred Rate (FEC, &7 ~No preference, £07 ~Use DM1 packets, P+ =/ =No preference) Master: Mobile Nokia® 00: 14:DC:66:C5:F4 <-> Slave:
& W L2CAP Disconnection (5= ~0x0041, Master: "Mobie Nokia® 00: 14:DC:66:C8:F4 <-> Slave:

¢ ~0x0088)

= AT String: AT4BRSF=26 Master: ‘AudioSource” 00: 1A:7D:21:38:C0
@ @3 RFCOMM UMH Frame (Charel =2, s=1: 0+15=15 | R: 10) Master: Mobie Nokia™ 00: 14:DC:66:C8:F4 <-> Slave: "AudioSource” 00: 14: 7D: 21:38:CD
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Figure 3 Tree Node Structure of an AT BR/EDR Transaction.
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= [ ATT Read Transaction (Charactersstic User Descripton: “Characteristc 37
28.363 690 750 = f4 ATT Read Request Packt (Characteristic User Description)
28.363 690 750 = ey L2CAP SDU (Basic, ATT)
28.363 690 750 = oy L2CAP B-Frame ( ATT)
28.3636%0 750 = % Start/Complete LEL Transfer
28.343 690 875 # " Empty LE Unit
28,363 690 750 = Start/Complete LE-U Unit
28.363 690 750 =+ Start/Complete LE-U Packet
28.363976 875 +
28.383919 750 = §5 ATT Read Response Packet { “Characteristic )
28,383 919 750 = W L2CAP SDU (Basic, ATT)
28.383915 750 = e L2CAP B-Frame { = =ATT)
28.383 919 750 = # StartjComplete LE Transfer
28.363 976 875 = &* Empty LE Packets (x 2, 19,8 ms)
28.363976 875 & # EmptyLE Unit
28.383 690 125 % 3 Empty LE Unit
28.383919 750 = # Start/Complete LE-U Unit
28.383 690 125 -+
28.383919 750 + Start/Complete LE-U Packet
28,443 920 125 # £ ATT Read (Characteristic Declaration: Notify, 26, U0 =0nFFF4)
28.483 691000 # B3 ATT Read (FFF4)
28.583 519625 # 3 ATT Read (Chent Characteristc Configuration)
28.643 916 875 + fg ATT Read (Characteristic User Description: “Characteristic 47
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Master: “Dongle” 29: <FF:56 <-> Slave: Xeyfob” 3C 206
Master: Dongle” 23:C0:00:99:FF:56 <-> Slave: Xeyfob” 3C: 20:B7:84:06:67
Master: Dongle” 28:CD:00:99:FF:56 <-> Slave: Xeyfob® 3C:20:B7:834:06:67
Master: Dongle” 23:C0:00:99:FF:56 <-> Slave: Keyfob” 3C:20:87:84:06:67
Master: "Dongle” 29:CD:00:99:FF:56 <-> Slave: Yeyfob® 3C:20:87:84:06:67
Master: Dongle” 29:CD:00:99:FF:56 <-> Slave: Xeyfob® 3C:20:87:84:06:67
Master: Dongle” 29:CD:00:99:FF:56 <-> Slave: Keyfob" 3C:20:87:84:06:67
Master: Dongle” 29:C0:00:99:FF:56 <-> Slave: Keyfob" 3C:20:87:84:06:67
Master: Dongle”™ 29:0D:00:99:FF:56 <-> Slave: Keyfob" 3C:20:87:84:06:67
Master: Dongle”™ 29:C0:00:99:FF:56 <-> Slave: Keyfob" 3C:20:87:84:06:67
Master: Dongle” 79:CD:00:99:FF: 56 <-> Slave: Keyfob” 3C:2D:B7:84:06:67
Master: Dongle” 23:CD:00:99:FF:56 <-> Slave: Keyfob" 3C:2D:B7:84:06:67
Master: Dongle” 29:CD:00:99:FF:55 <-> Slave: Keyfob® 3C:20:87:84:06:67
Master: Dongle” 29:CD:00:99:FF:56 <-> Slave: eyfob" 3C:20:87:84:06:67
Master: Dongle” 29:C0:00:99:FF:55 <-> Slave: Keyfob" 3C:20:87:84:06:67
Master: Dongle” 29:C0:00:99:FF:56 <-> Slave: Keyfob" 3C: 20:87:54:06:67
Master: Tongle” 28:CD:00:99:FF:56 <-> Slave: Keyfob" 3C:20:87:584:06:67
Master: Dongle” 29:C0:00:99:FF:56 <-> Save: ¥eyfob" 3C: X:87:84:06:67
Master: Dongle” 29:CD:00:99:FF:56 <-> Slave: Keyfob® 3C: XnE7:54:06:67
Master: Dongle” 29:CD:00:99:FF:56 <-> Slave: Keyfob" 3C: 2:67:84:06:67
Master: Dongle™ 29:(D:00:99:FF:56 <-> Slave: Keyfob” 3C:20:67:84:06:67
Master: "Dongle” 29:CD:00:99:FF:56 <-> Slave: eyfob" 3C:20:87:84:06:67
Master: Dongle” 29:C0:00:99:FF:56 <-> Slave: Keyfob" 3C:20:87:84:06:67
Master: Dongle” 29:C0:00:99:FF:56 <-> Slave: Keyfob" 3C:20:87:84:06:67
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Figure 4 Tree Node Structure of a Low Energy ATT Read Request.
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HELPFUL HINT: As you click through the tree, selecting different protocol layers, for example L2CAP or Link Layer, or packets-only,
the level of hierarchy in the Details view follows, i.e., if selecting a packet, the Details view (described in the next section) shows the
packet elements, and if selecting the ATT transaction, the Details view will show the request and the response (where applicable),
and if selecting just the request, the Details view shows just the request. Try this out —the operation will seem intuitive and sensible

after a little experimentation.

For the rest of our tour walk-through we will start out with
the LowEnergyWatch.btt trace sample, which contains ATT
traffic between a watch and a mobile phone (see Figure
4). Similar to Figure 3, notice the tree node structure for
Bluetooth Low Energy.

Note that there is a high-level hierarchy that includes
(where applicable) a request/response pair on the high-
est element. The individual parts of the transaction can
be seen by opening the tree as shown in Figure 4. Note
also that this highest-level line includes some parentheti-
cal summary hints as to what is “underneath,” potentially
saving you some time. This highest level can be removed
to show the request/response pair as the highest element.
This is done by deselecting Group Transactions in the
Protocol drop-down menu at top-left of an Overview.

Details View

The line selected in an Overview can be reviewed in exten-
sive detail within the Details view. The following screen-
shot shows the details of an ATT Write Request (see Figure
5), and below that, the associated ATT Response. As you
can see, not only is the ATT Write Request displayed, but
the lower layers (such as RF, Link Layer and L2CAP) are also
displayed.
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Figure 5 Details View.
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The ATT Write Response is detailed similarly to the ATT
Write Request. It clearly shows the returned ATT Write
Response quite effectively; however, if you know Link Layer,
you also know that it is a very flexible protocol, requiring
many fields to describe this dynamic protocol.

The Details view in Figure 5 looks somewhat abbreviated,
and it actually is. By default, the Ellisys software only
displays the most relevant information, and hides infor-
mation which is not generally useful for understanding,
such as valid CRCs, lengths, reserved fields, etc. Of course
these hidden fields can be shown as needed (see the All
Fields toggle in the Details toolbar), and will automatically
be displayed if there is anything wrong with them (so an
incorrect CRC will not be missed for example).

In Figure 6, the same ATT Write Response event is shown
with all fields enabled. The grayed lines are those that are
hidden by default.

Ellisys Protocol Toolbar

As seen in Figures 5 and 6, the Details view conveniently
displays all protocols in a single view. This is very useful
in understanding the sequence of events and protocol
inter-relationships. For example, it’s easy to see the ATT
request, the L2CAP connection, ATT response and the ATT
data. But sometimes you need to focus on a particular
protocol, or traffic with specific characteristics. There are
two features that are quite useful for this purpose — the
Overview’s protocol toolbar (described in this section), and
the Instant Filters (described in the next section).

A protocol toolbar is located atop all Overviews and is
customized to fit the characteristics of the particular Over-
view. This is very useful for switching between Bluetooth
protocols, like Attribute protocol, L2CAP, Security Manager

ellisys

Better Analysis

Details H
¥ All fields Show in overview | Display ~ | (g Search -
Name Value ~

#« ATT Write Request Packet (Alert Level: Mild)

=l g* Link-Layer Information

= %44 sniffer Radio
@ RX Strength (RSSI) -31.5 dBm
@ RX Quality High
@ RF Gain 0.0dB

s %
+| “$ Link Layer

# 1§ Timing

# “i$ Devices

¥ “§ Security

+# “i$ Admowledgement and Flow Control

# g Retransmission Information

=] = Link-Layer Packet

14 Header
@ WD L2CAP Start Fragment / Complets
@ NESN ]
@ SN 0
¢ MD 0
v CP 0
¢ RFU Reserved (0x00)
@ Payload Data Length 12
¢ Data 8 bytes
v MIC
4 CRC
# ¥4 Raw Content
= l;‘ L2CAP Frame
@ Length 4bytes
@ Destination CID 0x0004 (ATT)
@ Payload 4bytes

Figure 6 Details View (Expanded).

Protocol (SMP), RFCOMM, etc., or between protocol layers,
like Link Layer, baseband, packet-only view, etc.

By default the All Layers button is enabled, showing all
protocol layers. While this is very useful for understanding
the global sequence of events, sometimes it is useful to
focus on a single protocol layer.

HELPFUL HINT: Add the “Originator,” “Transmitter,” and/or “Receiver” fields as an Overview column to see device roles at a glance
(you can even colorize these if desired). This can be done by dragging that field from the Details view (the lower protocol layers will
show a “Devices” section that includes this field) and dropping it into the Overview, or just right click on the Overviews header and

select the desired field(s).

You can also see highlighting of the selected packet or transaction in the Instant Timing view (discussed later), and a flyover there on
the packet of interest will produce a pop-up with quite a bit of information.
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R LowEnergyWateh bt - Ellisys Bl h Analyzer
File View Layout Search Record Tools Help

_] &5 3| P Record v 1 Slcp i Restart b} Save & Continue By |48 - 8 | [ Navigate ~ (5}, | ©) Markers = 0 (3, | '@ Filtering: Keep All ~ | 4}

g wekome mwo«mm o Instant Spectrum b x
¥ - | Protocok Single - | Alllayers ¢ ¢ 88 & | & B 21 items displayed Search = |ig
| Time o ltem w  Attribute Data  ~  AlertLlevel + Status Payload ~ Communication
| 54.030 923625 * & A‘I’TRead(Ne'thd Mid) Mid Alert oK 1byte (01) Master: 38:8F;33:08:C9
54.055924 375 & ¥ ATT Read (Tx Power Level: 0 d8) 1byte o 1byte (00) Master; 38:8F:33:08:C9;
54.080 692 375 @ 3 ATT Write Transaction (Alert Level: Mid) 1byte Mid Alert oK 1byte (01) Master: 38:BF:33:08:C9;
54.130 922 000 & 3 ATT Read (Alert Level: None) 1byte No Alert oK 1 byte (00) Master: 38:8F:33:08:C9;
73.105 781875 ® & ATT Read (Supported New Alert Category: Smple, Emad, News, Call, Missed, ShortMsg, VoiceMad, Schedule) 2bytes oK 2bytes (FF 00) Master: 38:6F:33:08:C9:
73.193 283000 & % ATT Read (Supported Unread Alert Category) 2bytes oK 2bytes (00 00) Master: 38:6F:33:08:C9:
73.256 013 125 @ & ATT Write Transaction (Alert Notification Cantrol Pont: Ccorvriaryd =Enable New Incoming Alert Notification, Cateoor =255)  2bytes oK 2bytes (00 FF) Master: 38:6F:33:08:C9
73.368 279 250 ® & ATT Read (Alert Status) 1byte oK 1byte (00) Master: 38:8F:33:08:C9;
73.443 282 500 @ 8§ ATT Read (Ringer Setting: Normal) Lbyte oK 1byte (01) Master: 38:BF:33:08:C9
73,555 784 375 & & ATT Read (Local Time Information: T e =UTC+8:00, 0ffset - Standard) 2bytes o 2bytes (2400) Master: 38:8F:33:08:C9;
73.655 783875 ® & ATT Read (Current Time: 2013, Jan, 4, 16h, 49 min, 43, 02 =Sat, Fract -0 5, Manual) 10 bytes oK 10bytes (DDO701... Master: 38:8F: 33:08:C9:
73,755 785875 ® & ATT Read (Current Time: 2013, Jan, 4, 16h, 49 min, 5, 2 =Sat, Fract 0 5, Manual) 10 bytes oK 10bytes (DDO701... Master: 38:BF:33:08:C9:
84,708 525 875 @ . ATT Write Command Packet (Alert Level: High) Lbyte High Alert oK 1byte (02) Master: 38:6F:33:08:C9;
94.897 216 125 ® 5 ATT Write Command Packet (Alert Level: None) 1byte Mo Alert o 1 byte (00) Master: 35:6F:33:08:C9;
96,595 728 625 @ 4 ATT Write Command Packet (Alert Level: High) 1byte High Alert oK 1byte (02) Master: 38:6F:33:08:C9
100.893 222625 ® £ ATT Write Command Packet (Alert Level: None) 1byte No Alert o 1byte (00) Master: 38:6F:33:08:C9:
140,868 125 375 @ 5 ATT Notification Packet (New Alert: Calegory ~Emad, Nev =1, Info="TM%9) 20 bytes oK bytes (D101EF ... Masker: 38:6F:33:08:C9
180,843 039 500 @ 8 ATT Notification Padket (New Mlert: Cateoory =Cal, Hew =1, Info="05™) 0 bytes oK bytes (0301EF ... Master: 38:6F:33:08:C%
188,838 041 250 ® 5 ATT Notification Packet (New Alert: =\ y=Missed, N =1, Info="T"{0¥"™) 20 bytes oK 2 bytes (0401EF ... Master: 35:6F:33:08:C9;
188,838 519 250 @ 5 ATT Write Command Packet (Ringer Control point: Mute Once) 1byte oK 1byte (02) Master: 38:6F:33:08:C%:
Figure 7 Protocol Toolbar — ATT Only.
For example, if we want see what is going on at the ATT As you may notice, the complement of columns is fully
level, we can just click the ATT button and we quickly get configurable and independent between the different
this view (see Figure 7). protocol selections, which is quite handy when working

_ _ _ extensively with several protocols at the same time.
Then let’s say we wish to look at only L2CAP, so just click

the L2CAP button and we get the following (see Figure 8).

E hbtt - Ellisys Bl h Analyzer
View Layout Search Record Tools Help
5 @ 3 P Record - U Slcp @ Restart & Sove & Continue Moy |48 - M | I Navigate - I}, | ©) Markers -~ 50 O Filtering: Keep All =
y |8 - g i) itering: Keep

ﬁ Wehme Lwinemﬂwwﬂ m H Instant Spectrum | 4P
‘( = | Protocok Single - | All layers + & HE' Y &) 35 items displayed Search =

Time v ltem v Status v Payload ~  Communication v  Application v DestinationCID
73.081011625 e L2CAP SDU (Basic, Serice =ATT) oK Ibytes (DA 18 00) Master: 38:8F:33:08:C9:15 <->Sla... ATT 0x0004 (ATT)

73.105 781 875 !n‘h L2CAP SDU (Basic, Service =ATT) oK 3 bytes (08 FF 00) Master: 33:6F:33:08:C9:15 <->Sla... ATT 00004 (ATT)

73.168 974 000 e L2CAP SDU (Basic, ATT) oK Ibytes (DA 1D 00) Master: 38:6F;33:08:09:15 <->Sla... ATT Ox0004 (ATT)

73,193 283 000 # 4y L2CAP SDU (Basic, -ATT) oK 3bytes (08 00 00) Master: 38:8F:33:08:C9:15 <-> Sa,.. ATT 0x0004 (ATT)

73.256 013 125 o L2CAP SDU (Basic, Service =ATT) oK 5bytes (12 22 00 00 FF) Master: 38:5F:33:08:09:15 <-> Sla... ATT Ox0004 (ATT)
73.293 283 125 oy LICAP SDU (Basic, Ser e «ATT) oK 1byte (13) Master: 38:6F:33:08:C9:15 <->Sla... ATT Ox0004 (ATT)

73,343 512 500 e L2CAP SDU (Basic, Service =ATT) oK 3bytes (04 3400) Master: 33:8F:33:08:C9:15 <-> Sla.., ATT %0004 (ATT)

73.368 279 250 m‘k L2CAP SDU (Basic, Service =ATT) oK 2 bytes (08 00) Master: 38:6F:33:08:C9:15 <->Sa... ATT 00004 (ATT)

73.418 517 125 e L2CAP SDU (Basic, 5o e <ATT) oK Ibytes (04 3700) Master: 38:6F;33:08:C9:15 <->Sla... ATT 0x0004 (ATT)

73.443 282 500 oy L2CAP SDU (Basic, -ATT) oK 2bytes (0B 01) Master: 33:6F;33:08:C9:15 <-> Sa... ATT Ox0004 (ATT)
73543512875 Iié* L2CAP SDU (Basic, “ervos <ATT) oK 3bytes (0A 40 00) Master: 38:8F:33:08:C9:15 <->Sa... ATT 00004 (ATT)

73.555 784 375 @ &g L2CAP SDU (Basic, Service =ATT) oK Ibytes (08 2400) Master: 39:8F:3308:C9:15 <->Sla... ATT 0x0004 {ATT)
73.631014 250 i LICAP SDU (Basic, Ser.ice ~ATT) o 3bytes (DA 30 00) Master: 39:6F:33:08:09:15 <-> Sia... ATT Ox0004 (ATT)

73.655 7R3 873 mﬁ L2CAP SDU (Basic, “oricx=ATT) oK 11bytes (0BDD 070104 1... Master: 35:8F:33:08:C%:15 <->Sla,.. ATT 00004 (ATT)
73.731015250 aﬂ* L2CAP SDU (Basic, ==ATT) oK 3bytes (04 3D 00) Master: 38:5F:33:08:C9:15 <->Sla... ATT 00004 (ATT)

73.755 785875 o LICAP SDU (Basic, Seroz =ATT) "3 11bytes (0BD0 070104 1.,  Master: 38:5F:33:08:C9:15 <-> .., ATT Ox0004 (ATT)

74.968 520 875 ] Q L2CAP Parameter Update (4= 1370000 5, == 1.390000 s, L=1~0, T/0~6,000 5) oK Master: 38:8F:33:08:C9:15 <->Sla... L2CAP %0005 (Signaiing)
84.708 625875 B & L2CAP SDU (Basic, Servicz=ATT) oK 4 bytes (52 26 00 02) Master: 33:6F:33:08:C9:15 <->Sa... ATT 0x0004 (ATT)

94.897 216 125 &4 L2CAP SDU (Baskc, = =ATT) o 4bytes (52 28 00 00) Master: 39:6F:33:08:09:15 <-> Sia... ATT Ox0004 (ATT)

95.895 728 625 o Q L2CAP SDU (Basic, “=rvicx =ATT) oK 4bytes (52 ¥ 0002) Master: 38:5F:33:08:C%:15 <-> Sla... ATT 0x0004 (ATT)

100.893 222625 d&ﬁ L2CAP SDU (Basic, S=rvice =ATT) oK 4 bytes (52 2F 00 00) Master: 38:6F:33:08:C9:15 <->Sha... ATT 00004 (ATT)

140,868 125 375 & o LICAP SDU (Basic, 51z =ATT) oK Z3bytes (15 1400 0101EF... Master: 35:8F:33:08:C%:15 <->Sa... ATT 0x0004 (ATT)
150.843 039 500 :iiﬁ L2CAP SDU (Basi, © = =ATT) oK 23bytes (1B 1AD0 03 01EF... Master: 35:8F:33:08:C9:15 <-> Sla... ATT 0x0004 (ATT)
158.835 041 250 u'iﬁ L2CAP SDU (Basic, Servicz =ATT) oK 23bytes (15 1A 00 04 01EF... Master: 33:6F:33:08:C9:15 <-> Sa... ATT 0x0004 (ATT)

188.838 519 250 W L2CAP SDU (Basic, Serice =ATT) oK 4bytes (5234 00 02) Master: 39:6F:33:08:09:15 <-> Sla... ATT Ox0004 (ATT)

Figure 8 Protocol Toolbar — L2CAP Only.

HELPFUL HINT: Use the Protocol: drop-down menu to specify whether you want to see one protocol selection at a time or any com-
bination of multiple protocols.
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|| 73193283000 @ & ATT Read (Supported Unread Alert Category) \ Master: 38:6F:33:08:09:15 <-> Slave: "CASIO GB-56004 " DB:84: 7D:38:A 1:8C (Stat) 2bytes (00 00) o !
: 73368279250 @ £ ATT Read (Alert Status) 1 Master: 38:5F:33:08:09:15 <-> Slave: "CASIO GB-5600A" DB:84:7D:38:A 1:5C (Static) 1 byte (00) oK :
| | 73443282500 @ §E ATTRead (Ringer Setting: Normal) ! Master: 38:5F:33:08:09:15 <-> Slave: "CASIO GB-5600A " DB:84: 7D:38:A 1:5C (Static) 1byte (01) oK,
1| 73555784375 @ & ATTRead (Local Time Information: 1 -a::io, Standard) Master: 38:8F:33:08:09:15 <-> Slave: "CASIO GB-56004" DB:B4:7D:38:A 1:5C (Static) 2bytes (24 00) oK
: 73655783875 @ & ATT Read (Current Time: 2013, Jan, 4, 16 h, 49 min, 4§, D, ~Sat, 05, Manual) Master: 38:8F:33:08:C9: 15 <-> Slave: "CASIO GB-5600A " DB:8+4: 7D: 38:A L:5C (Static) 10bytes (DD 070104 L., oK !
|| 72755785875 & K ATTRead (CurentTime: 2013, Jan, 4, 16h, %9 min, 54, =y ~Sat, 0’5, Manual) Master: 38:8F:33:08:C9: 15 <-> Slave: "CASIO GB-56004 " DB:84: 7D: 38:A L:5C (Static) 10 bytes (DD 070104 L. OK :
1| 140.868 125375 @ W5 ATT Notfication Packet (New Alert: Emad, 11l -1, TR Master: 38:8F:33:08:C9:15 <-> Slave: "CASIO GB-5600A™ D8:84: 7D:38:A 1:8C (Static) 20 bytes (D101 EFBDE... OK 1
|| 180.843039500 @ £ ATT Notfication Packet (New Alert: Call, Newe1, iRl ] Master: 38:6F:33:08:09:15 <-> Slave: "CASIO GB-5600A™" DB:84: 70: 38:A 1:5C (Static) 0bytes (D301EFBDB... OK !
: 183.838 041 250 # £ ATT Notfication Packet (New Alert: Messed, L 0y Master: 38:8F:33:08:C9: 15 <-> Slave: "CASIO GB-5600A"" DB:84: 70: 35:A 1:8C (Static) 20 bytes (401EFBDE... OK :
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Show/Hide Information Pop-Up

Yellow Underline (Column Filter Installed)

Remove Filter Query

Figure 9 Instant Filters.

Instant Filters

Understanding the various filter
approaches throughout the applica-
tion is key to becoming an expert with
the tool. The User Guide (located
in Help > User Guide) describes all

Syntax

or &B instead of comma.

filtering approaches in detail. Examples
Item = Text™®
Item = |"*Text™

One of the most common filters Status = K"

. . Foo = 1, Ox03, ?. 10 kee
customers use is the Instant Filters,

which operate on the selected Over-
view. These filters are enacted as
guery-based textual entries in the
Filter Query box located atop the
columns in the Overviews. See Figure 9.

Payload = Ox[0A 0B OC %] 4

OK, got it

Instant Filters are quite powerful and can be used to effi-
ciently and precisely locate and display information of
interest during capture or on saved captures, using a vari-
ety of operators, comparators, and expressions. A help-
ful pop-up is provided to guide the user in creating these
filters. See Figure 10.

Enter a filter query to quickly keep or exdude lines based on criteria for any column in the overview or any field in the Details view.

Create complex combinations using &8, || operators and =, I=, <, >, <=, >= comparators. Values can be numbers, texts in double
quotes or computations using other fields. Texts can contain a star to represent any character,

Terms separated by comma must all match at least one value, Exdamation mark can be used before values to create a NOT condition.

Field or column name = [!]value[,value,...], Another field = [1]value[,value,...]
where value is "text” or numbers 123, 0xABCD, 0b010101 or data Ox[A1 B2 C3 *] and terms can be in parentheses separated by ||

Foo >= 0x0F << 2, 445 &&(Bar =1 || Status 1= "0K")

Figure 10 Instant Filters Pop-Up Guide.

Filters can be stored, recalled, and annotated as favorites.
Data and information on which these filters operate can
be in the active Overview or in the Details view, but it is
not required to place fields from the Details view into the
Overview to use these fields in a filter query.

Instant Filters are based on simple text patterns and accept
a variety of common operators, including wildcards (*).
They can be created by typing the desired filter or conve-
niently, by using a right-click on a column-row intersection
in the Overview.

HELPFUL HINT: The auto-complete feature means you’ll never have to remember specific packet types, commands, etc. Just start
typing in the Filter Query box and the application will suggest options.
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Let’s walk through a simple example. We want to keep only
ATT commands, but we want to filter even further on just
the ‘ATT Read’ traffic.

We can simply type “ATT Read” in the Item column’s Instant
Filter box.

Iltem = “ATT Read”

This will keep/show any line beginning with “ATT Read”, as
shown in Figure 11 below.

Itis also possible to exclude traffic by using the NOT sign (!),
for example: by typing “latt”. This will exclude/hide lines
beginning with “att” and leave all other traffic displayed.

ltem = “ATT”

LowEnergyWatch.btt* - Ellisys Bluetooth Analyzer

ellisys

Better Analysis

Add a comma separator to include another term in the
filter, for example:

Item ! =“ATT” “SMP” .

Ranges are supported in numeric columns. A range is speci-
fied such as start..stop (i.e., separated by two periods). For
example, to keep/show items occurring between 0 and 1
second, simply type “0..1” in the Time column’s Instant
Filter box.

See the User Guide for more examples and additional
details.

File View Layout Search Record Tools Help
D5 @ M b Record ~ 4 Stop [ Restart i) Save & Continue By |48 « "8 | SlNavigate = [ | T Markers + 47 [ | '@ Filtering: Keep All ~ | ¢
44 Welcome | Low Energy Overview m_%“_g Instant Spectrum | 4k %
¥ = Protocol: Single = - : 14 items kept, 25 filtered Search = | g
‘}howoﬂiyv flten = "ATT Read” || “ATT Moti ac o X
Time ~  Item ~  Communication ~w  Payload v Swatus
54.005 922 500 @ @ ATT Read (Alert Level: None) Master: 38:8F:33:08:C9: 15 <-> Slave: "CASIO GB-5600A™" DB:84: 7D:38:A 1:5C (Static) 1byte (00) oK
54.030 923625 # fa ATT Read (Alert Level: Mid) Master: 38:8F:33:08:C9:15 <-> Slave: "CASIO GB-5600A™" DB:84: 7D: 38:A 1:8C (Static) 1byte (01) oK
54.055 924 375 # fa ATT Read (Tx Power Level: 0 d8) Master: 33:5F:33:08:C9: 15 <-> Slave: "CASIO GB-5500A™" DB:84: 7D:38:4 1:3C (Static) 1 byte {(00) [s 4
54,130 922 000 # [ ATTRead (AlertLevel: None) Master: 38:8F:33:08:09:15 <-> Slave: "CASIO GB-5600A™" DB:54:70:38:4 1:8C (Static) 1 byte (00) oK
73,105 781875 # & ATT Read (Supported New Alert Category: Simple, Emai, News, Call, Missed, ShortMsg, VoiceM.,, Master: 33:8F:33:08:C9:15 <-> Slave: "CASIO GB-5600A" DB:84: 7D:38:A 1:8C (Static) 2bytes (FF 00) oK
73,193 283000 & g ATT Read (Supported Unread Alert Category) Master: 38:6F:33:08:C9: 15 <-> Slave: "CASIO GB-5600A " DB:84: 7D:38:4 1:8C (Statc) 2 bytes (00 00) oK
73.368 279 250 @ g ATT Read (Alert Status) Master: 38:8F:33:08:C9: 15 <-> Slave: "CASIO GB-5600A™" DB:84: 7D: 35:4 1:3C (Static) 1 byte (00) o
73443282500 @ f& ATTRead (Ringer Setting: Normal) Master: 33:BF:33:08:09: 15 <-> Slave: "CASIO GB-5500A™" DB:84: 70:38:A 1:8C (Static) 1byte (01) oK
73.555 784 375 @# %2 ATT Read (Local Tene Information: UTC+9:00, +=Standard) Master: 33:8F:33:08:C9: 15 <-> Slave: "CASIO GB-56004" DB:8+4: 7D: 38:A 1:8C (Static) 2bytes (24 00) oK
73.655 783875 # §§ ATT Read (Current Time: 2013, Jan, 4, 16 h, 49 min, 43, Sat, 0 5, Manual) Master: 38:8F:33:08:C9: 15 <-> Slave: "CASIO GB-5600A " DB:84: 7D: 38:A 1:8C (Static) 10bytes (DD O701041... OK
73.755 785875 @ §§ ATT Read (Current Time: 2013, Jan, 4, 16h, 49 min, 55, Sat, 0 5, Manual) Master: 38:8F:33:08:C9: 15 <-> Slave: "CASIO GB-5600A™" DB:84: 7D 35:A 1:5C (Stabic) Wbytes DD O701041... oK
140.868 125375 @ W ATT Notificaton Packet (New Alert: st Emal, 1, TN Master: 33:6F:33:08:09: 15 <-> Slave: "CASIO GB-5600A " DB:84: 70: 38:4 1:8C (Static) 2bytes (0101EFB0B... OK
180.843 039 500 & f4 ATT Notification Packet (Mew Alert: Cal, L e[ Master: 358:6F:33:08:C9: 15 <-> Slave: "CASIO GB-S600A™" DB:8+4: 7D: 35:A 1:5C (Static) 20bytes (0301EFBOB... OK
188,838 041 250 @ 3 ATT Notification Packet (New Alert: Missed, 1, R [ Pa] Master: 38:8F:33:08:C9: 15 <-> Slave: "CASIO GB-5600A™" DB:84: 7D: 38:A 1:3C (Static) 20 bytes (0401 EFBDB... OK

Figure 11 Instant Filters.

HELPFUL HINT: An easy way to specify a filter is by right-clicking on a line at a specific column/row position, and the contextual menu

will offer to keep or exclude the traffic type/field selected.
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View | Layout Search Record Device Traffic Filters -
,_'_z Details S Traffic Fitering Criteria Device Datsbase
(1831 Raw data - Keep All - Clear % Add & NewDevice |/ Edat [ Delete View: All Devices + &4 devices =
#d  Instant Timing e Name: Rado Cap... Transmitted Name Company ID -
i Instant Spect 7 W CASID GB-5600A" 1:f... LowEnergy CASIO GB-S600A" 4
s ESUBNIE SPECATLAT e ac # W R IR08:Co18 : Low Enengy NEC CASIO Mobde C...
=% Instant Piconet L U :89:64  LowEnergy  LCK Ubiguit Networks Inc.
W Bose AEZ Soundnk S1:FR11 DusiMode  Bose AEZ Soundunk Bose Corporabon
M Instant Channels W A Anesome QC355 O%S2CT.OC89  LowEnergy  Alex's Awesome QC3%  Bose Corporstion
W #. Instant Throughput [ =23 O4SHCTHZCTCD LowEnergy QIS Bose Corporation
54 ) {Aler u CR 24 LowEnergy CSASmatRemote  Cambridge Skcon Rado
L fj Instant Audio h W Bose QustComfort 35 LowEnergy  Bose QuistComfioet 35 Bose Corporaton
[ E‘G Dﬂke Trdfic me I W LE-Bose Revolve + Soundlink Low Energy  LE-Bose Revolve+ 50... Bose Corporation
¥ xR W LE-Bose Revolve + Soundlink Low Energy  LE-Bose Revolve+ So... Bose Corporation
54 & Security aler " Low Energy QP Bose Coporaton
-1 ol 30 Low Energy  LE-Bose QuietControl... Bose Corporation
o £ Mesh Securi [ LE-Bose QuietContr
[e b W MY PCMPC DualMode  DESKTOP-SBJTWGIC... Intel Corporate
73E)  WPAN Security Supt W LEERQe s : Lowknergy  LE€nc QC 35 Bese Corperstion
73 Aler W LESLROffice O4S2CTO0:2R5S  LowEnergy  LE-SLR Office Bose Corporation
8 Overviews > B LE-Thunder Flash O4S2CTOACEES LowEnergy  LE-Thunder Flash Bose Corporation
& W oS Dual Mode  ociSs Bose Corporation
73 UtherWindows * Bocs W e LowEnergy  LE-1 Bose Corparaton
73.655 783875 + 1" ATT Read (Curr W HRvedbeats Low Energy  HR-ted beats Bose Corporation
[ — A W Greane Machine LowEnergy  Greane Machine Bose Corporation
- E e Dok b S el | st Ergrns | Eabnn'r Daeebona € Brra e phon et
< >
Figure 12 Device Traffic Filters.
x Cancel dpoly

Figure 13 Device Traffic Filter Displaying All Devices.

HELPFUL HINT: In most windows where you see a Bluetooth Device Address (such as an Overview, the Instant Piconet, or the Security
window), you can use a right click to install a device-based filter.

Filtering by Devices Devic Trefc iers £
When using a wideband sniffer, i i

Keep 20 - Clear Add dNthc\M:: Edat Delete | Search: View: All Devices = 64 devices «
all device activity in the area press address RadoCap.. Traramtedhome  Company D 5
will be captured. A device- IR e L TR s
based (BD_ADDR-based) filter L e it R e YRR
is the “biggest” filter available, | T e
and can be useful when you B AMOMCMARN  OMSICATHOE lowbugy e QueConkt 35 B Cartn
want to focus only on particu- B (S bum et damdi  (MAPAINE lonBugy (5ot Sr, s Copnin
lar devices and/or communica- B NG Gt ey oA, Wit et
tions of interest. m irecoes e iummilioonrleigd reuiod

W LE-SLROffce 09:52CT:00:27:55  LowEnergy  LE-SLR Office Bose Comporation

In addition, you can get even -k i e o
more creative with device ~{rbie crpcoire i e OO s
filters by using the Device Traf- 1 e, CoTe e RREE GINENER SN -
fic Filter feature. This is avail- = = (5%
able from the View menu (see
Figure 12) orfromthe Filtering: Figure 14 Device Traffic Filter Displaying Name of Device.
drop-down selection at the top
of the UI. HELPFUL HINT: An easy approach to finding the devices desired is to type the Transmitted

Name of the device (or Name), the Company ID, or the BD_ADDR in the Filter box. See Figure
By default, all devices are 14. Partial text entries will also work. This will reduce the list to devices matching what was
displayed, (See Figure 13) typed in the box (and reduce what is displayed in the Overview to this list).
which is consistent with the
“Exclude Background” or “Keep All” selections in the
Filter: drop-down menu at the top of the GUI (and also The device can then be added to the left area of the
shown in the Traffic Filtering Criteria section of the Device window (Traffic Filtering Criteria) in order to keep only
Traffic Filters window. The Device Traffic Filters window the traffic between or amongst the specified devices, i.e.,
will display all devices captured historically, as well as Keep Only or Keep Involving. If only one device is specified,
devices present in the current trace (an icon is provided to then all the traffic to and from this device will be displayed.
designate which devices are in the active/opened trace). A This is known as a Keep Involving filter, which will show
hierarchical list (annotated by a + sign) of the communica- all traffic to and from the selected device(s). A Keep Only
tions established between them is also available to display. filter is deterministic, i.e., these show traffic between the

selected devices only.
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BN all wircless wifi chuck pe bit* - Ellisys Sluetooth Analyzer
File View Leyout Search Record  Took  Help
O 5 b B4 P Record v Stop 0 Restart &) Seve & Cortinue bz |4 - 3 | 52 Navigate -

2 L | Markers «
2 Weome Wm- Low Energy Overview | WE Qvervw | WPANOvarvew | Messagelog | Instant Spectum

¢ = Protocok Single = - - )| M items displayed
Time Item ~ DU Type
0,014 414 750 @ Connectable (LG webOS AHET EBROCEC 4 Scanners, L6 mn) ADV_IND
0,032 836 250 @ 1" Non-Connectable (23:98: 30-0C: 36:8F (Non-Resolvable], 2.6 mn) ADV_NONCONN_PD
0.0 799 000 @' Hon (1B: 3C:AD: 25: 0 eschvable), 2.6 mn) ADV_NONCOHN_ D
0.052533 875 # "1 Connectable (4A:52A%:BC: 11 IF (Resclvable), 4 Soanners, 2.59 mn} ADV_IND
0,056 749 500 @ '] Connectable (44:04: 77D 1:DCED (Resoivatée), J Scarners, 1.6 min) ADv_Ng
0.084 118 175 i 71" Mon-Connectable | 5CC: IF:D3:AR (Non feschuable], 2.6 min) ADV_NONCONN_BPD
0.086 336 250 & '1' Connectable (56:78:64:40:8C:65 (Resolvable), 5§ Scarrers, 1.6 mn) ADV_TND
omseess @'l [Lning Room TV 4 Scanners, 2.6 min) Ao o
0.165 067 500 @] Scarrable (45:42:61:00:02: 3 (esohvable), 3 Scarrere, 2.6 min) ADV_SCAN DO
0.175 344 500 '] Conectable (CC:0281:65:4 1:0€, 4 Scanners, 6 min)
0,202 820 125 @1 Connectable (D0:03:48: 10:33:70, 4 Scanners, 2.6 mn) ADV_ND
0.243 785 500 @' 78 , 25canners, 2.6min)
0.247 186 375 @1 Connectable (5A:96:09:F7:58: 41 (Resolvabic], 4 Scanners, 2.6 mn) ADV_IND
0,560 397 500 ® '] Advertmement (SLOE:A0:CHCH 26 Scanner 1F:09 2.57mn)
0.572 TI 625 C ) Scanner 1F=09 2.59mn)
0.652 92625 @1’ Conmectable (6F:38: 1C:66¢ 92-30%&: 4 Scarrers, 153 min) ADV_IND
2518905625 "1 Non-Connectable (15:31:AZAA515F DNonResolvable], 46.35) ADN_MONCONN_DOD
9,505 702625 @7 Advertmement (46:3LCFATSZ D Scarvwer A5ATELANEEE a7y
i X wi Scanner 45:421E 1:A0:82: 3 (Resolvable), 14.53)
Beerese @' HCI60: 70 THED Scanner 1F=09 176w}
15.276 402 125 e mcmuﬁmms’mm 20n0C: 34:BF (Hon-Resohvabie]) DN _MONCONN_DD
5851304375 R Searver BA: , 9.764)
28,398 601875 w1 1, Scanner = 178 us)
34,047 424 000 ADV_HONCON'_ IO

® I Nmm [02‘96 A7:0AF483 [NM-RW} 8 U!J

<

v Communication

ellis

Better Analysis

VA

23 b2 [ Avayans | £ detsits [ Fullscreen £

+ | '8 Ftering: Exclude Background = |

ibx
LEL: :I;um 4 Show in overview | Display = | Lig Search
o | Name Vs

Search

Master: “[LG] webOS TV LMGSTOPUE" 40:E7: IE:83:0CEC (Resohable] <> | 2 Indication
Master: 29:96: 30:0C: 36:6F (Non-Resolvable) <-> Slave: “Scanmng Device”™
80 (Non-Resohiabie] <-> Slave: “Sarving Device”
L 11:1F (Resobvable) <-> Slave: “Scarning Device™
:DCED (Resahvable) <-> Slave: “Scanning Device™

E gla Link-Layer Information
T Snffer Rado
A4 AF Channel

# RF Channel Freguen

anmm!m:m:mu‘rm i et H

Master: 68:78:84: 40:5C:65 (Resohvable) <-> Slave: “Scanning Device' P Index 7 )
il il o & il Center Frequency Offset 86
Master: 45:42:E 1:A0D2:3E (Reschvable) <-> Save: Scanning 5 4 Lok Layes
Magter: CCDZA 1654 1:0E <> Slave: “Scanving Device™ 44 T
Master: 00:03:48: 10:32: 70 <~ > Slave: "Scanning Device™ ks Deviots
Mashe: SETSISCHECIT (Reschuble) <> Save: Scannwg Deve” ¥
etk <> Save: 3 ki-Layer Packet
Master: 53:0E: {?ﬂ?ﬁ[ﬂﬂnﬁ'ﬂ!} «> Slave: “Scannng Device” 1§ Header

1 T7:4%3C (Reschable) <-> Slave: “Scanning Device” v

™ @ Chamel Selection Aigoritm
920 <> Save: @ Taadd
Master: 50:32: 378 1:01:8E <-> Slave: mm » FFU (Rxad Regeroed
Master: THC60: 7 THE - Saves @ PavkadLength »
Masher: 29:98,30:0C:36:6F (Pon esovabie) <> Save: “Scanring Devie” @ Advertver Address 444 AA86: 34 (Resobabi]
Master: <> Slaves 4 Advertiong Data
43 Fags
Master: 6E:C% > Slaver ”
Master: 0255616 S o st

Figure 15 Overview Customized for Reviewing PDU Type Traffic.

HELPFUL HINT: Errors are highlighted in the Item column using a color-coded icon and fly-over pop-up to indicate the relative severity
of the error, summarized in a dedicated status column (such as “warning” in the figure above), and described in the Details view.

Search Low Energy traffic

Customizing an Overview

. . . B 3 pavload | Bl e | [ 43 Fiel
Customizations of the Overview are l l

Search Low Energy traffic

Al

[ 32 payload ] A Tee ||:I 43 Fied |

achieved very easily, and there are m“amiw ‘ :mﬁhmw 1 e o)
many of these available. One of the Camtpe  [Seuchfor i tome g - If """ o e
more popular customizations is the i [T T T T ‘ ™~ [ 7] e
drag/drop of a field from the Details LR ARRORAS sy I -
view to create a new column in the : ;’:; OML-”—--- R o | 7]

. . . n e Transmitter v L4
Overview. Just take any field in the e ] — — S BT

Details pane, drag-drop it to the

Overview, and it will appear instantly = s T ————. mcam
. . . . HEIL M 13 # " Empty LE Packets (x 341, 25 retres, J.Ml] Mater; Dorgie. Sarve: Battery V1.0 o
in a new column. This is especially === :g;; o o
useful when combined with Instant L | ittt S e it - ———

. . 3.1 583 500 S LICAP 50U [Rasc. ATT) .0 MoAD., o
Filters, although Instant Filters can L o dripii iy i e s s
operate on any field, whether or not i =it s A R —

. . . . . .N80 - Mater: Dorgle «-> Sarve: Batiery V1.0 Mo data o
the field is displayed in an Overview — zmwe | f e Y -

. 32,551 551875 & T ATT Firdt Informaten Trarmacton (06 - Mas Hardle: Battery Power State] Mamiter: Dorgie « <> Sarve: Battery V1.0 Abyies (3000 1A 24)

column. Figure 15 shows the Over- AN, ATT Pt Taracion 1M s Aot e Fcrd) o .3 S e VLD
38.751 552 750 {3 ATT Read Trarsacson {00 18] Mater: Dongle <~ Save: Battery V1.0 2ivyies (00 18)
38,531 552 875 w B ATT Read {Oraractenste Declw ston: Read, a, Device Mame) Master: Dongle <-> Sarve: Battery V1.0 S beytes (02 0300 00 24)

VIeW CUStomlzed for reVIeWIng PDU 38501 551 375 # T ATT Read (Devce Name: Battery V1.0 VLo MMENNVENEN

. M011 58 1S # {3 ATT Reed (Charactenstc Declaraton: Read, 5, Agpearance) Master: Dongle <-> Sarve: Batiery V1.0 Sbyies (020500 01 24)

Type traffic. it il s — beh

19.271 54 2%0 # 1 ATT Reed (Perpheral Prefered Comnection Parameters: tore, Pone. o Maaier: Dongle <-> Save: Battery V1.0 8 byles (FF PR PP FF 00 00 FF FF) s

Searching and Coloring

Items can be searched and colored (highlighted). The
simplest search feature is the search box located on the
top-right of the Overview, called Instant Search. Text
patterns typed in this box will be searched in all active
Overview items and columns.

More precise and advanced searches can be achieved in
the Search dialog, accessible with CTRL+F. In Figure 16, the
user searches for payloads that include 08 00 in payloads

Figure 16 Using ‘Colorize’.

having lengths from 20 to 32 bytes.

In addition to data searches, text and fields can be
searched. Search criteria can be combined to create more
advanced searches.

The Search box changed from Search to Colorize to colorize
in any empty packet fields.

HELPFUL HINT: Data can be searched in multiple formats (e.g., hex, ASCII, Unicode). In addition to searching, the Search dialog’s
function button (bottom-right of the window) can be changed to count or colorize according to the criteria specified by the user.
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ellisys

Better Analysis

Iantaet lirming

Instant Timing e

o 6295 = spar 22533

> vl

&=

The Instant Timing pane displays

otk 20,

R R ) L o (s [

[

packets with a precise temporal
representation. Any packet captured
is represented here, as are any
logic signals captured. Throughput -
and statistical information are also
presented. A measurement cursor

eaichut” w151

- L s
| -+ #ouL packer o)

5 et T | S5 e

appears when dragging the mouse

Figure 17 Bluetooth Traffic.

Isntat Timing

in the packets area. Very precise
o §iT

oogn 1003635 ms - span Q80me

G R e e R i

measurements can be made between 1~
any captured events (e.g., Bluetooth to
Bluetooth, Logic to Wi-Fi, HCI packet to
Bluetooth Air packet, etc.).

RS- R AT .

The dynamic range of the Instant
Timing pane is incredibly high. This
view can display details with a

hundred nanosecond precision (125ns
to be exact, so 1/8th of symbol).

The view is configured by default in the “by master device”
mode, so each line represents traffic exchanged between
a master device and slave devices in the piconet (via BR/
EDR).

Figure 17 is a view of Bluetooth traffic, zoomed out a
bit (note the throughput and statistics indications once
“Laptop” begins to send data.) Or, Figure 18 displays that
it can drill down (zoom in) on precise traffic.

Figure 18 Precise Traffic.

As mentioned, everything captured is represented in Figure
19. Here, we see over-the-air traffic at the top, with Serial
HCl and several logic signals.

HELPFUL HINT: This view can be zoomed with the mouse
wheel, keyboard UP and DN arrows, or by dragging the
zoom bar. This view can be also panned by dragging the
scale bar, or with the LEFT and RIGHT arrows on the key-
board. Automatic packet detail quotes appear when placing
the mouse over packet.

Instant Timing

E]f? Q E]T- origin: EGDBI.ZZ. ms

= span: 0.60 ms

- 8

!-iwﬁlHCl]Wﬂlmlhgxlml- Display = Logic inputs a m

Wireless 3

et Cam' 19184300511, l = T T

Theoughput - = = —

Loge
SYS_RESET

SYS_SLEEP R
YTRX

YTTX

FPGA_RTS

FPGA_CTS
FPGA_TX
FPGA_RX

BUS ONE ol

ola Connmctable Undract
[*1a Conemctable Uedrsct
e " ods

O

o R T TR R T TE T T T P FE s s raiom e ey
12013'2’ ods ok Lo oA Tok ok oo

4 Instant Timing | JJ Instant Audio | g, Instant Throughput

T T O 1T T WO
ok ok

 — ok
[ i | )

Tods T o.{sz;‘wfw;]lﬁ!; Toda

[ T [ o
T TN o0
Tods Tods T }

ol "ok ok ok - 1ok

Tode
26,081.60 ms

Figure 19 Over-the-air Traffic with HCl and Logic Signals.

HELPFUL HINT: Display filters can be selected from the Display menu button on the Instant Timing toolbar as well, in order to hide
establishment traffic (such as inquiries, pagings, and advertisements) and idle traffic (such as poll / null packets and empty packets).
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Instant Piconet e —

The Instant Piconet pane is designed to graphically display
the topologies of all captured devices, piconets and scat-
ternets. In addition to topology, the Instant Piconet pane
displays inquiries, pagings, advertisements, broadcast
events, generalized signal strength, and the data through-
put of active connections.

This view works live (during capture) as is the case with
all views in the Ellisys software, and can also be used in
playback mode to replay captured traffic.

Figure 20 shows a rather complex scatternet in the Instant
Piconet.

Picanet 268

All views/panes are linked together, so changing the
selected event in the Overview will update the Instant
Piconet to this position. Clicking on the timestamp on B « v o v msasasmens |3 (W) 3

the Instant Piconet toolbar will synchronize the Overview. . )
Figure 20 Instant Piconet.

HELPFUL HINT: The Instant Timing has a special cursor showing the exact time of the Instant Piconet (moving this cursor will update
the Instant Piconet).

Below is a quick summary of the various representations you can find in the Instant Piconet. See the User Guide for more
details.

Represents an idle connection between Represents an inquiry or scanning. The
a master and a slave. Master (or inquirer device is represented with blue
,..l Central) devices always have a blue |O’ outline, like masters, while responding
*
.-" outline. Slave (or Peripheral) devices ‘ oI devices are represented with black
e always have black outline. The gauge outline.
on the side represents the RSSI of the
device.
Represents an active data connection. Represents a paging. The pager device
Throughputs are indicated. is represented with blue outline, like

.,«{ masters, while the paged device is
'O 1 represented with black outline.

Represents a scatternet composed of

v 1 two simple piconets. The device in the

l' center is the slave of the device on the

o right, and the master of the device on
g the left.

HELPFUL HINT: With today’s typically high prevalence of Bluetooth LE devices and broadcast events and generally busy lab environ-
ments, the Instant Piconet view can get very busy with broadcast events. To add clarity, you can deselect the Broadcast icon (the eye
on the Instant Piconet toolbar) to hide representations of broadcast devices and show only formed connections. Any device filter
applied will also affect this view (and other views) by removing devices not included by the filter. Once Broadcast packets are hidden,
and your device filter installed, re-enable broadcast events to see such events should they occur with devices selected in your filter.
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Instant Channels

The Instant Channels feature
provides visual cues and statisti-
cal analyses on various per-chan-
nel transmission characteristics,
including packet retransmissions,
header errors, AFH indications,
and payload errors. A summary
of the selected span shows a count
and percentage of categorized
packets.

The Instant Channels view
provides immediate indications of
the channels on which devices are
communicating, which channels
are being avoided, and import-
ant statistics like retransmissions,
payload errors, and header errors.

In Figure 21, it is clear that the
communications between the
devices are avoiding three areas,
which are typically occupied by
Wi-Fichannels 1, 6,and 11 (see the
scale at the bottom of the view).
Note that the retransmission rate
is fairly low, indicating that in this
case, the devices are doing a good
job of communicating in spite of
Wi-Fi interferences.

In Figure 22 the value of the Ellisys
software really becomes appar-
ent. We see AVDTP communica-
tions (audio) between a computer
and a set of headphones, and
characterizations of per-channel
performance (Instant Channels),
spectrum (Instant Spectrum), and
we can actually hear the audio
(Instant Audio) as it is recorded (or
afterwards).

Note the color scheme in the Instant Spectrum view, as it
indicates very strong (Wi-Fi) signals at the top, middle, and
lower portions of the Bluetooth spectrum (Wi-Fi channels
1, 6,and 11). Two things are worth noting here: one, the
performance indicated in Instant Channels is very good,
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Figure 21 Instant Channels View Showing Wi-Fi Channels 1, 6, and 11 Being Avoided.

HELPFUL HINT: The Instant Channel view, like most views, is sensitive to any device filters
established. If no filters are established, then this view shows an aggregate performance
characterization (i.e., all devices). When a device filter is established/active, all character-
izations are particular to the devices included in the filter.
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Figure 22 Feature Coherency.

HELPFUL HINT: The position of the analyzer relative to the devices being analyzer can
affect payload and header error numbers. Retransmissions however are generally consid-
ered an excellent indicator of spectral-related performance. See Expert Note, EEN_BT04
“Optimal Placement of Your Analyzer” for more information.

percentage of retransmissions are indicated), and two,
the audio (Instant Audio) plays back very well (no pops or
noticeable quality issues). The value of multiple charac-
terizations and friendly software that is easily configured
is also apparent.

especially considering the very busy spectrum (a fairly low

HELPFUL HINT: The various shades of magenta in the Instant Channels view are intended to indicate a relative frequency of channel
avoidance over the time period selected (the entire trace in this case, about 107 seconds.) Use the Nav Bar at the top of the Instant
Channels view to select a portion of the trace to characterize.
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Instant Spectrum

As we saw in the prior section, the Instant
Spectrum feature can be used to under-
stand the physical environment and how
it may be affecting your device’s perfor-
mance. This feature, another Ellisys inno-
vation, provides a unique and intuitive
way to understand the spectral behaviors
of Bluetooth, Wi-Fi, and WPAN traffic, as
well as all other RF events within the ISM
spectrum that is used by Bluetooth (e.g.,
a microwave oven).

Bluetooth, Wi-Fi, and WPAN packets are
presented chronologically left to right on
the channel they are transmitted and are
uniquely color-coded per the packet’s
sender. On the right, graphical per-channel
statistics on Bluetooth packet errors and
retransmissions are presented in a graph-
ical format. A variety of color-scheme
options are available to represent signal
strength.

In Figure 23, note that there is heavy Wi-Fi
traffic centered on channels 1, 6, and 10
(there is Wi-Fi on other channels as well).
Note the Statistics at the right side as well,
and the color-coded indications of retrans-
missions (orange) and payload errors (red).

In Figure 24, let’s see which channels a
given link is avoiding. This is done with a
fly-over on a Bluetooth packet. Note that
the Bluetooth packets displayed are gener-
ally in the regions (channels) where the
Wi-Fiis present (such as Wi-Fi channel 1).

In Figure 25, let’s take a look at Instant
Channels side-by-side with Instant
Spectrum. (Learning to re-position the
windows like this is quite useful — the
User Guide discusses this feature). Note
the legend at top-right of the Instant Chan-
nels, and the percentages shown there. In
this case, over a span of about 31 seconds,
nearly 90% of the packets are “OK,” and
there is a retransmission rate of around
7.4%. Given the extremely busy physical
spectrum (there are hundreds of devices

nearby), this seems a reasonably good result, although the
user might wish to consider other factors, such as appli-
In this case, the application is
audio, and we may wish to listen to the audio or export it

cation-level performance.

to WAV for further analysis.
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Figure 25 Instant Channels Side-by-side with Instant Piconet.

The Instant Audio feature, discussed next, can be used to
monitor audio live or post-capture. Audio can be exported
from the Export dialog, located in the File menu. The
end result here is that Bluetooth is really doing a great
job avoiding problematic areas (channels) that are being
utilized by other emitters, in this case a Wi-Fi emitter.
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Figure 26 Instant Audio Showing Over-the-air Audio and HCI Audio Streams.

Various control features are provided, including rewind, ,Th'sf IS an |c'jeal C"“P“‘,re approach that can be quite useful
looping, pausing, enable and disable of selected streams, in pinpointing audio issues to host or controller areas very
and other controls. Export is available from File>Export. quickly, as the two streams can be compared audibly, or

via WAV analysis on export.
Any available sound devices installed on the controlling
PC are can be selected for use by this feature. Bookmarks Conclusion
are available to add to this view, and bookmarks added in

With its precision into a window of time and its visual cues
other views will appear here (there are two seen in the

provided, the Ellisys wideband sniffer provides the user

Figure 26). a thorough understanding of the propensity of a given
In Figures 26 and 27, there are two audio streams repre- device, or an aggregate of devices, to debug and trouble-
sented, one over-the-air and the other via HCI (UART). shoot issues throughout the duration of an entire capture

and with all of its views, can be configured to characterize
all devices in the vicinity or specific devices.
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Figure 27 Instant Audio, BR/EDR and HCI Overviews Filtered for Audio Protocols.

HELPFUL HINT: Click the speaker icon at left of the Instant Audio window to enable/disable the audio.
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Capturing Traffic

Please consult our Expert Note, EEN_BTO03 “Your First
Wideband Capture” to learn how to properly configure
and operate your analyzer to achieve a clean capture.

[ ]
ellisys
Better Analysis
Getting the Software

The analyzer software is available upon request via Ellisys:
http://www.ellisys.com/products/bex400/download.php.
The download is subject to approval, but approval will likely

be granted to any company that is part of the Bluetooth SIG
or seriously involved in Bluetooth development.

Visit ellisys.com or email support@ellisys.com for more
information.

Other Interesting Reading Feedback
= EEN_BTO3 - Your First Wideband Capture

= EEN_BTO04 - Optimal Placement of Your Analyzer

= EEN_BTOS5 - Understanding Antenna Radiation Patterns

= EEN_BTO6 - Bluetooth Security - Truths and Fictions

Feedback on our Expert Notes is

always appreciated. To provide
comments or critiques of any kind on
this paper, please feel free to contact us

\//.

at expert@ellisys.com

= EEN_BTO7 - Secure Simple Pairing Explained
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